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Statistics

Cyber security is a big problem for small *  33% of businesses with fewer than 100
business. employees don'’t take proactive
measures against cyber security

« Small business is the target of 43% of

all cybercrimes. breaches.

*  87% of small businesses believe their
business is safe from cyberattacks
because they use antivirus software

alone.

«  22% of small businesses that were
breached by the 2017 Ransomware
attacks were so affected they could not
continue operating.

*  Cybercrime costs the Australian

Source: Cyber Security Best Practice Research Report at economy more than $1bn annually.
www.asbfeo.gov.au/cybersecurity
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Statistics

DATA RECORDSICOMEROMISEDIN EIRST HALE O 2018 Chart 1.4 — Source of data breaches by percentage — All sectors
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Detection and Incident Response

DETECTION AND INCIDENT RESPONSE

66 pays
I d | The average time needed to

fully contain a data breach
in 2017

77%
of 2,800 IT professionals in a survey said P
their organizations do not have a formal
cybersecurity incident response plan

191 pays

m The average length of time
it takes for organizations

to identify a data breach
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Data breaches 2018-19

Australia Post - March 2019

» jusPasts Bil Scariner i n with Google

ASUS - March 201%

Bankof Queensland - March 201%

provicer
Kathmandu - March 2019

oniine stre hacked - month

‘apersonal data breach by a thind party

= Credt cards cancelled

= Kathrrandu hit by hackers
= Credlt cards cancelled as Kathrrindy revesis online store haced
= Kathrand flags sispected dats breach

- pussbity
Citriz - March 2017

» Citrlx irwest i ot |east 6TB of lata was

il iy

Melbourne Hospital - February 2013

Group at

= Aeyber i o

= The creake sre shead: Cabrin sing fior Ausstralia

CoffeehestsBagel - February 201%

= Disting ste Coffee MeetsBoged werns Aussie Lisers of lata breach cn Velentines Day
= ‘o i

FHoney - February 201%
= Dting app suffers data breach

Toyota Australia - February 2019

= Teyata it by cyber attack - taices d il systerns
= Cyter Ransom Attacks On The Rise, Toyota Australia has et inan

= Miliors of custamers data sccessed in serend Toyota hadk - Takyo sales subsifisries raided
= Toyata Australia hit by eyber attack

AMP - February 2019
= Chinese AW contractor pieads guity to data breach

Landhark White - February 2019

Cabrind Hospital
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Landhark White — February 2017

- Austrakan bars CHLIENE in VBILATEN NI dats Dresch | Caused Dy und vty iy
= Horme loan details af 100,000 eustome s hacked in major dots bresch

= Landbdark Wiite Blarmes exposed AP for deta bresch — ANZ confirms it has suspended use of the peo penty values

= VEation TirTn Nt by (ST Dresch Landbacs Whits pl&ses 1or 1ong Share sLspension

= Erbusttied Landiark Wikite shares dros 1006 B sPbar dsts breac

= MAB puls plug en Landiark Whits o= horme loan bresch scandal grows

= Landbiart Wiite blarmes B pustic o it clark Breach for Murther ASH share Suspersion
= Contreiink keeps Landrmancamite, Soys tots Breach Rit weny smail” client grous.

= LandBark WIBs counts cost of dEta Dreasc - Landhark sWate Still unsurs of fnancial imgect

- La i rr in 2017, 8 year before dats breach

= Landrrark White's stolen deta re-appears on derk web.

= Landrrark White data disaster o airrs CEO sealp

- La i fy cwver T responss, disc e

= Landmdark Whits CECH sxits siter dats brasch - Bas dinectons Step down from bosrd

= OB essures Hseif of LandMark White's post-breach infosee.

= Landiark Wihite's dats bresch jUst the begi nning for apter crrinats

Drepartment of Parliamentary Services — February 2019

= Securiny bresch strikes. parSame ne's [T netaork - o8 passwonds reset
= POltiCal party MEpAOrks CAUENT L in parssmenrs T breas ch — Bt no sveden ce of slector| interfersnce
= The cyber StLack on Pariiament was Sore by & “state sctor
= Gitris | Australian partiarment hackers gain remoee access
Bunnings — February 2019
= BLINENES EXPOSed SUATT perfonmanss CELS Die — | CivHE| Ssfler dic) i N Ronesaon
Facsbook — January 2019
- Apple Shuss Down Facsback Data Callecting App — Since 2016, Facebook has been asking users to install 8 Facshook Research™ VPH that |ets the company
PReaiter thess phone Bnd onine Sclivity, secorng io Tech Crunch
= Apple punishes Fecehook ower app et ped Users b hand ower daea
= The Apple-Facebook Feud HIts & BresKing Pont
= Facebook SEOMEd MiloNS Of Liser PaSOworEs i PLaIn Bt — DU of millions of Lsers 1o be notines
= Facebook says up to 111,813 Aussies in Lase year's seaurity breach
= Facebook's lax security has left milkorms of Lsers with & ot 6o worny 8 bout
= Facebook SEATT R SOCESS 10 1N IR0 NES OF LESSrS RASSWOrTS in BLAIM DSt W olStng Security practices

Global Hacking Scare — January 2019

= GElobsi hacking scare mets Quesnsland MF, Surf Life Saving == millions af = ssbaites g o O
sl eStaTe DUSINESS S SUrT Lins SSving Ausos S Sre Srrong ERoUSencs of R CHugnTUD I The LEhest snbermatsonsl dats bresch

SkoclBag - January 201%

= MOGdigitals sducstion software platform SkoolBag caughe in gobel deta breach
Optuss — January 201

= WSty PubEShes Privebs Mumbens Onlre A I Wiite: Pages
Collection #1 — January 2015

= Breach Exposes a Record 773 Million Ermail Addresses — The massive trove of leaked data, which wes posted 0 2 hacking fonm, alse indudes. 21.222.075 wnioque
passwords.

= EXperts comment on renord T72mi -user data Bresch — Cyte mec ity Expert amnd founder of webs te Have | Been Pyred Troy HUNE Broke the news recently thee
i | St e LTS Dt OF DS hivedl ORI GEtaits R D lenked O the Gark wet.

= Ciste sk — Crll eetion &1 i the just the beginning

= Cyber watchelog warns on dark web PS data — The Australien Cyber Seeurity Certre GACSCh asations and i
Sarice T Ch K B Eheic msil SO0NESIEs SrOr RESSWOTE Sre UG GN RECEnEly rekased IiSts of Stoken dats.

Publie

Fisheries Queensiand - January 201%

= Flsneries Qud bismes Dar pOsbe fOr Desmanrt Tault — sl cved fish errrsn b S o any scoeune.
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Types of Incidents

Cyber attack targets

customer records and personal information
financial records

business plans

new business ideas

marketing plans

intellectual properties

product design

patent applications

employee records.

©2019 Grant Thornton Australia Limited. All rights reserved.

66

Cyber security is about protecting your
technology and information from accidental
or illicit access, corruption, theft or
damage.

Cyber security is an ongoing journey in
your business and needs to be part of your
daily business processes.

2
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Who and What Threats?

'‘Cyber criminals’ (individual or group) that can
threaten your technology or data could include:

criminals - out for financial gain or information,
to illegally access your hardware and data or
disrupt your business

clients you do business with — to compromise
your information with malicious intent

business competitors — looking to gain an
advantage over your business

current or former employees — who
accidentally or intentionally compromise your
information or data.

©2019 Grant Thornton Australia Limited. All rights reserved.

Information and data on your business, employees
and customers. A number of ways are developed
to exploit weaknesses in your business such as:

theft or unauthorised access of hardware,
computers and mobile devices

infect computers with viruses and malware
«  attack your technology or website

e attack third party systems

e spam you with emails containing viruses

gain access to information through your
employees.
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Jargon

«  Email phishing « Ransomware
—  Attempts to trick you by sending hoax — Hijacking your files and locking you out of
emails, getting you to click on a your system, then ransoming access
dangerous link, or providing personal or back to you.
financial information to an unauthorised Denial of Service
source.
. Mal — Using a network of computers to send
alware requests to your system and overload it
— Malicious or intrusive software, including to make it unavailable.
viruses, worms, Trojans, ransomware, . Watering Hole Attack

spyware and adware.
—  Setting up a fake (or compromised)

website you are known to go to, then
using it to infect visiting users.

’Q GrantThornton | An instinct for growth”
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Impacts

Financial loss — from theft of money,
information, disruption to business

Business loss — damage to reputation,
damage to other companies you rely on to do
business

Costs — getting your affected systems up and
running

Investment loss - time notifying the relevant
authorities and institutions of the incident.

©2019 Grant Thornton Australia Limited. All rights reserved.

Develop clear policies and procedures for
your business and employees.

Develop a cyber security incident response
management plan to support your policies and
procedures.

Train new and existing staff on your cyber
security policies and procedures and the
steps to take if a cyber threat or cyber incident
occurs.

Keep your computers, website and Point-of-
Sale (POS) systems up-to-date with all
software release updates or patches.

Back-up important data and information
regularly to lessen the damage in case a
breach occurs to your systems.
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Mandatory Data Breach Disclosure

. https://www.oaic.gov.au

Which data breaches require notification

A data breach occurs when personal information held by an organisation is lost or subjected to
unauthorised access or disclosure.

The NDB scheme only applies to data breaches involving personal information that are likely to
result in serious harm to any individual affected. These are referred to as ‘eligible data
breaches’.

Examples of a data breach include the following incidents:

« adevice containing customers’ personal information is lost or stolen
« adatabase containing personal information is hacked

«personal information is mistakenly provided to the wrong person.

There are a few exceptions, which may mean netification is not required for certain eligible
data breaches.
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Enforcement powers of the Office of the Australian Information
Commissioner

« The Privacy Act confers a range of enforcement powers on the Commissioner, including:

o

o

o

o

o

o

o

accept an enforceable undertaking (s 33E)

bring proceedings to enforce an enforceable undertaking (s 33F)
make a determination (s 52)

bring proceedings to enforce a determination (ss 55A and 62)

report to the Minister in certain circumstances following a Cll, menitoring activity or
assessment (ss 30 and 32)

seek an injunction including before, during or after an investigation or the exercise of
another regulatory power (s 98)

apply to the court for a civil penalty order for a breach of a civil penalty provision (s
80W).

« The ‘civil penalty provisions’ in the Privacy Act include:

o

o

A serious or repeated interference with privacy (s 13G) - 2000 penalty units (current
total is $420,000)

The maximum penalty that the court can order for a body corporate is five times the
amount listed in the civil penalty provision (current maximum $2.1 million).
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3 Key Steps

1. Prevention — Protect your assets

Back-up regularly to protect against loss.

Patch applications by installing security
updates.

Use complex passwords and use two-step
authentication.

Limit access to administrator accounts and
sensitive information.

2. Well-being — Do things safely

Communicate safe practice and talk about
cyber security frequently.

Browse safe sites and ensure your staff do
too.

Only allow applications you trust on your
computers.
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3. Respond — Report and recover from an
attack

« If you think an attack has happened, tell staff
and tell the authorities.

*  Restore backups from before the incident.
«  Consider cyber insurance.
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Responsibilities

«  Starts at the top * A hands-on effort
«  Starts and finishes with people in —  There is no single-fix for cyber security.
management. You can’t solely rely on antivirus software

- Get everyone on board to keep you safe from attacks

— You need to have support from everyone <k | i
in the business. *  Know your risks and vulnerabilities

—  From top to bottom. — If you use the internet, you are at risk

*  Protect your business

—  The right approach for you depends on
your business, the people in it, and the
information you need to protect

Q GrantThornton | An instinct for growth”
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Basic Protections

Install anti-virus software or check existing
software is up to date on all employees’
computers and laptops.

It is one of the simplest ways to prevent
employees downloading potentially harmful
malware that could lead to a data breach.

And ask your IT team to check firewall
settings.

Have clear policies in place to create a cyber-
conscious culture in the workplace (everything
from password rules and backing up work to
use of WhatsApp groups and what data
employees can keep on their computers).

13 ©2019 Grant Thornton Australia Limited. All rights reserved.

Check what your PII or business insurance
covers and consider buying cyber insurance.

This can cover the cost of responding to a
breach, as well as damages, and also give
you access to specialist support ensuring the
breach will be dealt with in line with the
General Data Protection Requirements
('GDPR') / Mandatory Data Breach
Requirements ('MDBR).

Make sure any cyber insurance comes with a
pre-approved panel of providers who are
immediately available in the event of a
breach.
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HTTPS and HTTP

- o

. HyperText Transfer Protocol \

(HTTP), uses HyperText Transfer @ securepugetsounds A
€« - C deurepugetsouns’y 3 @ @ L ( %

Protocol Secure (HTTPS).
This is an example of a secure page https:/secure.pugetsoundsoftware.com.

. Using HTTPS, the computers
agree on a "code" between them,
and then they scramble the
messages using that "code" so

that no one in between can read
them. This keeps your information
safe from hackers.

tp
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Hover

o URLS dO not match

URGENT ATTENTION: Unable to Deliver Package!

on mouse hover.

Hello, customer.

We have an important package for you that we were unable ink below so we can verify your identity, and deliver

your package 1o you.

www. ups. com/deliveryiveri

uPs htemahonal Serw:as -
1-800-UPS-4Y0OU

weken@ups.com

In the image above, you can see the mouse pointer is hovering over a link that appears as...
www.ups.com/delivery/verify-customer

However, the yellow-tinted pop-up underneath the mouse pointer indicates the actual destination URL is...
http:/’www.eicar.org/download/eicar.com
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Denial of Service (DoS) Attack

. This type of attack send enough information and data all at once from multiple
computers to overload your system so it shuts down. These are common and
one of the best ways to prevent against this kind of malicious cyber traffic jam is
using analytics to monitor unusual spikes in traffic flow. Regular security
software updates are another routine way of preventing these types of issues.

Malware

. That's one word that should set of off alarms bells whether you're running an
eCommerce store or a brick and mortar shop with an online presence. Malware
is the catchphrase for any of the malicious software that lurks in the weeds of
cyberspace looking to gain access to your system to cause some kind of
damage. The phrase covers a large swath of worms, viruses, Trojan Horses and
other pests like Ransomware. Antivirus software creates a good moat around
your business, and you should always be wary of opening emails from people
you don’t know.

. Watch for pop ups promising needed updates that are really masking rogue
software. Updating your firewall is a good move too.

Password Attacks

. Unfortunately, there are some very good reasons why internet security experts
tell you to make sure your small business passwords don’t use common words
and phrases or easy to remember terms like a variation on the name of your
company.

. Cyber criminals can unlock the door to your sensitive data using just one
password as the key. It's such a common scenario, the pundits have even
divided these types of attacks into three subcategories:

Ransomware
. Hijacking your files and locking you out of your system, then ransoming access
back to you

16 ©2019 Grant Thornton Australia Limited. All rights reserved.

pendix 1 - Types of Cyber Attacks

The Brute Force Attack

. Imagine an old school safe cracker here. Instead of a stethoscope to listen for
the clicks telling them they’ve found the right combinations, these modern day
criminals use a program to try different sets of common words. If a hacker has a
list of employee names, they’'ll get to work with easiest-to-guess passwords
based on first and last names and pet names.

. Changing passwords frequently can throw any hackers off your trail. Stay away
from simple keyboard progressions like qwerty and away from slang terms and
common misspellings. Once again comprehensive security software works
wonders for your small business.

The Dictionary Attack

. Pretty much the same as the brute force version with a more narrowed focus.
This attack gets it's name from the fact that many people tend to choose
passwords that are seven characters or fewer — the kind that can be found in
the dictionary.

. Where you login plays an important role. Unsecured WiFi connections are public
and more open to being hacked.

Key Logger Attack

. Imagine someone being able to use a program capable of tracking every
keystroke you make? Hackers have access to programs capable of this,
programs capable of putting your passwords and sign in IDs in their hands. If
you’'ve ever logged onto a computer or into a portal using a username and
password, you could be vulnerable.

. Fight back using multifactor authentication. Here, you'll outfit everyone with a
password and some other form of authentication that slows hackers down. Quite
often an access code is used as an added form of protection.
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